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Abstract This study proposes a new multi-image asymmetric polarization optical encryption method based on the full-
vector light field control and Fourier transform frequency shifting. First, multiple images to be encrypted are coherently
superimposed to form a complex amplitude optical image after the random phase modulation, Fourier transforms, and
frequency shifting phase modulation. Next, the distribution of the image is the interference of two pure phase masks, and
is encoded and loaded into the full-vector light field control system based on the 4F system. Finally, the all-optical control
vector light field outputs amplitude type encrypted images and keys after passing through the polarizer, which are received
by CCD to realize parallel encryption of multiple images. Multiple decrypted images can be obtained during decryption by
solving the relationship between the control light field distribution (full vector distribution) and the encrypted image under
the condition of the correct key. Any rotation angle of the polarizer and the phase only image obtained by interference
decomposition are used as the key, which greatly improves the security of the optical image encryption system. The
encryption of multiple images into a single amplitude-type encrypted image is convenient for storage and transmission,
which improves encryption efficiency. A simulation study has verified the effectiveness and feasibility of the proposed
multi-image encryption scheme, and the experimental results show that the proposed method has high security, noise
resistance, shear resistance, and chosen-plaintext attack resistance, which has specific application prospects.
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Fig. 1 Images to be encrypted. (a) Original image 1; (b) original
image 2; (c) original image 3; (d) original image 4
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Fig.3 Multi-image asymmetric encryption system based on full vector light field regulation of 4F system
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Fig.4 Multi-image encryption result
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Table 1 Correlation coefficient of original image and ciphertext image

Correlation Fig. 1(a) Fig. 1(b) Fig. 1(c) Fig. 1(d) Encrypted image
Horizontal correlation 0.9735 0.9929 0. 9595 0.9488 0.0013
Vertical correlation 0.9902 0. 9806 0.9642 0.9652 0. 0010
Diagonal correlation 0.9679 0.9771 0.9341 0.9365 —0.0003
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Table 2 Plaintext sensitivity analysis
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Fig. 5 Decryption result. (a) Decryption image 1; (b) decryption
image 2; (¢) decryption image 3; (d) decryption image 4
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Decryption result when the decryption key ¢, is

Fig. 6
perturbed. (a) Decryption result when r=1.75 X 1077;
(b) decryption result when r=—4.0 X 107°
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Table 3 Correlation coefficient between the original image and the decrypted image when the decryption key ¢, is slightly disturbed

Attack type Fig. 1(a) Fig. 1(b) Fig. 1(c) Fig. 1(d)
Gaussian noise 0.0033 0.0015 0. 0008 —0.0008

Salt and pepper noise 0.0033 0.0042 —0.0021 —0. 0054
Shear 0.0670 0. 0892 —0.0049 —0.0566

Rotation 0.0077 0. 0097 0.0079 0.0165

Motion blur 0.0308 0.0271 0.0077 —0.0207
Gaussian low pass filtering 0.0298 0.0905 —0.0035 0.0226
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(b) decryption result when p=—2.0 X 107°
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Fig. 8 Relationship between the average similarity and the change of the perturbation coefficient. (a) Perturbation coefficient r;

(b) perturbation coefficient p
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Fig.9 Simulation result of shear resistance and noise immunity. (a) Shear resistance; (b) noise immunity

F & 9 (a) BT B0, 24 %% 302 K 1 BN T 50 % i TR
I A% A A5 AT AT DL TF iR 55 4 4 1 %, U 3%
W ARG AP I Re o Hob B T L E B
1% FAE R R g o0, Hebi 8 VI 66 7 4K B PG T 5 . A

L 9(b) AT LLE Bl 25 % SC RS i AT K 2 B ) g
FH A E G 2 i I RG RS B R 2 D R
ER M TS 25 /N T 0. S B R AT LR IBUE 4T 1 i % EAR
AL N 25 R G — E BT MR PERE -

1010016-6



4.3 MEERAXHHESF

T IR T 4 R G T B ] SOl L
il 4 W RV SR B B SC S, an s 10(a) B Ran
s & I % Bh B SC AR AT 21 i 2% % 41, R % A 0 A
4B SCHEAT f A9 20 09 f s LN 151 10(b) fir s . Herp
il %5 5 D 1Y A G & 4 il D 0..0127 0. 0066
0. 0158 F1 0. 0018, H fif: %5 25 F nl 0, Jo ik 3 B 4 &
BAG B o X i T PT $E 5k 0 % % B o) Bl B SC A

P10 0 e £ I SO PR AU 2 51 < () D B S5 (D) & 4 1 fit 2

£

Fig. 10 Anti-chosen-plaintext attack simulation result. (a) Fake

plaintext; (b) decrypted result of Fig. 4

£ 605 % 10 H/2023 £5 A/HASBFEHE
BIAR FEAE R ST ISRV DL K B AL 57 AR 37 [
T AR AR T AN TR, H G AIE % &R Go 30 A AR 4 10 Bt e £
/E Y@L i Y 11 8
4.4 EEXLLHH

I T 1 B R H b ) 22 AR i o Bk X 4 e
256 X 256 G AT I % , 38 1 %5 2% SC R ML LB SO
TR A0 238 T 5 TS TR 08 47 X6 Fb Sk 156 B BT 45 5 1k 1 Sl 1k
G S (1 [

H % 4 AT HT AR SO ST A 56 R B AR, BT R 5
% SCREAILME P T SCRkL 36 1A SCER[ 37 1 i 2 B
T S d B T 4R B R LA B 0 B 2 A g ) Rt
Yo 88 1o SCHR[ 36 ] iy in 2 Bk i B BloscR 4055 B
Wl SC 5 %418 K, § B NPCR A UACTH R 0,
Wk [ 37 1A AR SC A BH SCRIT 8 4 G I M 35 i, BH SN (Y
AR S AT A A5 A 7 A R e A DB S e AR
RS E B TR B9 UACT S T 3Crk[ 37, b4k,
SCHRL 36 ] i 3803 — WAL RE in 25 4 i 7] 45 RE 10 K B
B, SCRR 37 o i 5803 FRE i 23 AT 2 ko TR 45 R~
B4 R R PRI Tt T 41 B 32 AT LA ) B in 24 i e TR
T R B2 A R, S B vy o ELAR B SCHR [ 36
FSCRR [ 37 ] v 80wk 0 i st 1], JF 412 540 1 04 in 4 B[]
B N RCRE

F4 HEX I

Table 4 Algorithm comparative analysis

Correlation coefficient

Method NPCR UACI Time /s
Horizontal Vertical Diagonal
Method in Ref. [ 36] —0.0781 0. 0665 0. 0607 0. 0000 0. 0000 9.656
Method in Ref. [ 37] —0.0022 —0.0031 0.0016 0.9962 0.3343 0.7103
Proposed method 0.0013 0.0010 —0.0003 0.9946 0.1733 0. 3417
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