F£60%5 F10H/2023 F£5 A/BAEXBEFEFHE Mt

iyt Bl B FFIHRE

192 NI ZE 50 HBL I ity NS 736 A S 0 5 ik

Jﬁ/‘ﬁﬁ ,_ml y *%Hﬂg

‘}Eﬁj:+5zjj1h+r&, T M 210096
HRERFERTEAZNE SERHATHE ALK E, VLI M 210096;
SR RFRIN B, AR WY 518063

FEE B I M 6 PR ARG I 5 7 A — s AR R R e 2 A EUE SE Z ALRE A 2 i I L 4R — R R EE T R
SN B R A DN i o AE R B A B, B e I s 1) I 8% N T R B S A Y ) R BRI e A e — > T R
E’Jlﬁfﬂz}\%o TERFAE 2% 2T By Bl FH Resnet18 W 45 4 S F2 1 W45, XA [R) 5% 2 Bl (1) B B R0 2047 66 10 3 o MILah (%) A v
o FIH = 0 445 e RGBT AR 26 X il 5 A B S N AR A 2 A7 400358 D RN AR 0 B 2R, R = o L9 R o G R 1 A1
J\H“MEHJ&H TN R Ao TR B B, R 28 SURR 353 25 Xof i 5 VL 30 1) B s A B IR N I 64T 20 28 0 TR ik 7
VRN SREREN SRl R €% S AR JTi?ﬁiqA 5 I 2% WH T4 5 A L G A Dy v EL A ST A U0 15 S R R 1 R
KR B HE BCUUN s BTSRRI s Sondl A AR BpLE s 2 ROEE R E A AL
mESES TP391.4 XHEFRERG A DOI: 10.3788/LOP220649

Face Liveness Detection Algorithm Based on Real Face Category
Adversarial Mechanism
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Abstract Given that existing face liveness detection algorithms perform well in a single data set but have poor
generalization ability in cross multiple data sets; therefore, this study proposes a liveness detection method centering on
real faces. During the data input stage, each round of training will input the real faces of multiple source domains into the
network, while only randomly input false faces of one source domain. During the feature learning stage, Resnetl8 serves
as the backbone network to weight fuse the output features of different residual blocks based on the attention mechanism.
Triple loss and adversarial loss are used to aggregate the fused real face features within each domain and cross domains,
while triplet loss is used to aggregate the fused fake face features within each domain. During the classification stage, cross-
entropy loss is used to classify real and false faces in all source domains. The proposed method was tested on four live face
detection data sets, and the experimental results reveal that the proposed method has a lower recognition error rate and
higher robustness than other methods.
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Table 1 Details of four datasets

Dataset Number of identities Number of videos ~ Number of real categories ~ Number of fake categories
MSU-MFSD 35 280 2 6
CASIA-FASD 50 600 3 9
Idiap Replay-Attack 50 1200 4 20
OULU-NPU 55 4950 18 72
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Table 2 Evaluation results of different components of the proposed method

0&.CRIto M 0&M&.Ito C 0&.C&Mto1 1R.C&M to O
Method HTER /%  AUC/% HTER /%  AUC/% HTER /%  AUC/% HTER /%  AUC/%
w /o att 5.27 95. 20 12.11 94.31 10.07 95. 99 13.54 93.22
w /0 ad 5.71 96.10 10. 77 94.51 14.92 93.05 12.30 94.97
w /o tri 7.14 96.53 10. 66 95.19 21.42 80.51 22.06 86. 37
all 4.52 97. 24 9.88 95. 46 9.21 96. 97 11.45 95. 32
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Table 3 Comparison results between the proposed method and the corresponding baseline method

0&.CR.Ito M O&M&.Ito C 0&.C&Mto1 1R.C&M to O
Method HTER /% AUC/% HTER/% AUC/% HTER /% AUC /% HTER /% AUC /%
SSDG 7.38 97.17 10. 44 95. 94 11.71 96. 59 15.61 91. 54
Proposed method 4.52 97. 24 9.88 95. 46 9.21 96. 97 11.45 95.32
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t-SNE visualization for the classification features obtained by baseline method and proposed method under the 1&.C&.M to
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Table 4 Comparison result of different domain generalization

methods in the case of limited source domains
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Avg AUC 73 5l 3R A H 525 i HTER 1 AUC HYF- 24

M&.Ito C M&.Ito O
Method HTER /% AUC /% HTER/% AUC /% {8 ; Speed 78 M i 5%t GPU i NVIDIA GeForce
MS-LBP'*" 51.16  52.09 43.63  58.07 GTX 1080Ti, # Al iy A R~} 2k 256 X 256 X 3 B & A~
IDAM 45.16  58.80 54.52  42.17 ) 4% 1% T 1] 4 3 35 B35 s FLOPs Fll Params 43 %1 3¢ 7R 84>
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Table 5 Comparison result of different backbone networks
Backbone FLOPs /10’ Params /10° Speed /(frame-s™") Avg HTER /% Avg AUC /%
Resnet50 5.37 25. 60 46.57 12.05 93.51
Resnet34 4.79 21.81 52. 65 12.31 93.87
Resnet18 2.37 11.70 100. 75 8.76 96. 29
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Table 6 Comparison result between the proposed method and other methods for domain generalization on face anti-spoofing

O&.C&Ito M

O&M&.Ito C

O&.C&M to 1 R.C&M to O

Method HTER /% AUC /% HTER /% AUC /% HTER /% AUC /% HTER /% AUC /%
MS-LBP"* 29.76 78.50 54. 28 44.98 50. 30 51. 64 50. 29 49.31
Binary CNN"" 29.25 82.87 34.88 71.94 34.47 65. 88 29.61 77.54
IDA™ 66.67 27.86 55.17 39.05 28. 35 78.25 54. 20 44.59
Color Texture'™’ 28.09 78. 47 30. 58 76. 89 40. 40 62.78 63.59 32.71
LBP-TOP™! 36. 90 70. 80 33.52 73.15 29. 14 71.69 30. 17 77.61
Auxiliary (Depth) 22.72 85. 88 33.52 73.15 29.14 71.69 30.17 77.61

Auxiliary™” — — 28.40 — 27.60 — — —

MADDG"" 17.69 88. 06 24.50 84.51 22.19 84.99 27.89 80. 02
SSDG! 7.38 97.17 10. 44 95. 94 11.71 96. 59 15.61 91.54
DRDG™" 12.43 95.81 19.05 88.79 15.56 91.79 15.63 91.75
DASN™ 8.33 96. 31 12. 04 95. 33 13.38 86. 63 11.77 94. 65
Proposed method 4.52 97. 24 9.88 95. 46 9.21 96. 97 11.45 95. 32
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