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Abstract  Although classical-quantum channel multiplexing technology attempts to improve the channel use of quantum
secure communication, noise crosstalk severely limits the quantum channel transmission efficiency. A combined
optimisation method is used to optimise the channel allocation strategy based on channel Raman noise interference
analysis, and an optimal band selection algorithm suited for the quantum key distribution system is proposed. The
allocation of classical and quantum channels is adjusted and optimised using the proposed combinatorial optimisation
algorithm based on the correlation between the noise and channel relative position to obtain a multi-band multiplexing
scheme that minimises noise. Compared with the traditional dual band multiplexing scheme, the optimal multi band
multiplexing scheme can effectively reduce the interference of classical light to quantum light between different frequency
bands, so as to improve the key rate of channel transmission.
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Fig. 1 Full-duplex classical-quantum multiplexing channel
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Algorithm 1 Wavelength selection algorithm

Input:N, M, D, p, S(i,j)=2A,0(2,,2;)
Output:
Set A contains the label assigned to the channel by the
classical channel
Set U contains the label assigned to the channel by the
quantum channel
(=-+oco
for ¢ in size— N subsets of {1,2,--+,D}
y=>,,.5(j)
I=sort(y)
s=sum(y)
if s<Zc and max(y)<p then
c=s
A= First M elements in [
U=t
end if

end for
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Table 1 Experimental parameters of QKD system
Parameter Value
Average number of photons per signal pulse 0.48
Quantum efficiency of single-photon detectors 0.3
Error correction inefficiency 1.2
Phase-distortion error probability, e, 0.01
Time gate interval /ms 0.1
Channel loss coefficient /km ™' 0.046
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Table 2 Experimental parameters of DWDM system

Parameter Value
NBF bandwidth /GHz 15
Channel spacing, A /GHz 200
Directivity of DWDM module /dB 50
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Fig. 3  Optimal band multiplexing scheme obtained by
simulation calculation when M=1
20
© @ X K X K @ @ K K K K K XK K X X K X X X ¥
IS0 @ X XK @ @ X K XX XXXKXXXKXXXK
N @@ XX @ @XXXXX KKK KKK K XX
C16[@ @ X X @ @ X X X KK K K K K 3K K K K
g OO0 XKX®®XXX XK K K K K K K X
S14|0 @ X X @ @ X X ¥ KK K K X K K K
© le®@xXe® e@xx KX K K X XK XK ¥
TI2ie @ X X @ @ X X KX X X X X X
= 0@k Xe exX XK K K K X
210/ @ X X @ @ X X X K K K X
< |eexxeex X K K ¥ X
= 8e@XXeex X X X ¥
s |leexxeex X K K
2600 KX @ @ X X X ¥
§ o0 XX @ @ X X K
4le @ XX @@ XX
Z e 00 x00X
2te oo Xxe
° o0 xe
0 1 1

1530 1535 1540 1545 1550

1565656 1660 1565

Fiber length /km R, /(10°bits ') R /(10°bits ') RI
40 14.1 14.9 5.50
45 9.33 10. 1 9.69
50 5.27 6.29 19.4
55 1.79 2.93 63.0

Wavelength /nm

Kl 4 M=4 BT A5 3 A9 Fe 0 B B S Oy 52
Fig. 4 Optimal band multiplexing scheme obtained by

simulation calculation when M=4

0527001-6



$£59% F58/2022 FE3 A/HAERBFEHE

5 4 1w

MR TRFEHASLZRZG T RAZMm-5FK
26 v i U B A R IRl L, R R O T 4 ) R R A M A
T — I S T Y I B R R R R R BT B Y
QKD % . EENTREWKE T , 5 Tl
QKD {5 18 1Y &1 %2 7 3 e KA e (e Be i 7 i
BOE 25 3 I AL G0 1 P A B T Al RN 28 SRt 1Y) I B
ST N — 8 R S A 1 i D 7 5 X i — A5 B8 HIE
TCERI6 IR TAE, ZERZEUEN T it 2
W B B T S i R AR T L AR . BR T
K FH 1975 B R AS 1) BBS4 B LASN , h T 2 I B &2
FHASE S HR e W 75 e /N il B R AR A T DL
T QKD #r .

A P Ak T 1 T 3 A TR Y A R S Rk
AR ET LR B S bR A AR . 32 BT RO T AR
i 3 5 T QKD 1y M 75 410 BE 7, AR 52 5 41 X %5
A PE AL 1R 2 T AT RE R IR L 2 R A 7 A R )
i — 7 1, CV-QKD 1 il 5 P e 75 1) 5. 1 5 ok
o, A ik A CV-QKD b i g B A5 ifF— 25

2 % X W

[1] Bennett C H, Brassard G. Quantum cryptography:
Public key distribution and coin tossing[J]. Theoretical
Computer Science, 2014, 560: 7-11.

[2] Ekert K A. Quantum cryptography based on Bell’s
theorem[J]. Physical Review Letters, 1991, 67(6):
661-663.

[3] Wang S, Chen W, Guo J F, et al. 2 GHz clock
quantum key distribution over 260 km of standard
telecom fiber[J]. Optics Letters, 2012, 37(6): 1008-
1010.

[4] Berthold J, Saleh A A M, Blair L, et al. Optical
networking: Past, present, and future[J]. Journal of
Lightwave Technology, 2008, 26(9): 1104-1118.

[5] Aleksic S, Winkler D, Poppe A, et al. Distribution
of quantum keys in optically transparent networks:
perspectives, limitations and challenges[C]//2013 15th
International Conference on Transparent Optical
Networks (ICTON), June 23-27, 2013, Cartagena,
Spain. New York: IEEE Press, 2013: 1-6.

[6] Agrawal G P. Fiber-optic communication systems
[M]. 4th ed. Hoboken: John Wiley &. Sons, Inc.,
2011.

[7] Bacco D, Da Lio B, Cozzolino D, et al. Boosting

(9]

(10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

0527001-7

the secret key rate in a shared quantum and classical
fibre communication system[J]. Communications
Physics, 2019, 2: 140-141.

Karinou F, Brunner H H, Fung C H F, et al.
Toward the integration of CV quantum key distribution
in deployed optical networks[J]. TEEE Photonics
Technology Letters, 2018, 30(7): 650-653.

Mao Y, Wang B X, Zhao C, et al. Integrating
quantum key distribution with classical communications
in backbone fiber network[J]. Optics Express, 2018,
26(5): 6010-6020.

Urena M, Gasulla 1, Fraile F J, et al. Modeling
optical fiber space division multiplexed quantum key
distribution systems[J]. Optics Express, 2019, 27(5):
7047-7063.

Huang C, L1 Y X, Meng W, et al. Effect of mode
coupling on quantum bit error rate in mode division
multiplexing simultaneous transmission system[J].
Acta Optica Sinica, 2020, 40(4): 0406002.

W, Eal, FI0, A BEAREG XL 2%
R TR RN I 6=, 2020, 40
(4): 0406002.

Huang C, Li Y X, Meng W, et al. Performance
analysis of quantum key distribution system based on
mode division multiplexing[J]. Laser &. Optoelectronics
Progress, 2020, 57(15): 150604.

WO, B, 50, H L ETESE MR RS
I3 R FZGVERe o A [T]. ok 5ol 7oz i e, 2020,
57(15): 150604.

Bian Y X, Li Y, Zhang G Z, et al. Key technologies
and future prospects of power quantum secure
communication[J]. Information and Communications
Technology and Policy, 2019(10): 26-32.

TEHL T, REE, SR )RR E fF 6
AR e Rk B I] 17 B8 fF HOR 5B, 2019
(10): 26-32.

Kumar R, Qin H, Alléaume R. Coexistence of
continuous variable QKD with intense DWDM classical
channels[J]. New Journal of Physics, 2015, 17(4):
043027.

Renner R, Cirac J I. De Finetti representation
theorem for infinite-dimensional quantum systems
and applications to quantum cryptography[J]. Physical
Review Letters, 2009, 102(11): 110504.

Bahrani S, Razavi M, Salehi J A. Crosstalk
reduction in hybrid quantum-classical networks[J].
Scientia Iranica, 2016, 23(6): 2898-2907.

Bahrani S, Razavi M, Salehi J A. Optimal



[19]

[20]

wavelength allocation in hybrid quantum-classical
networks[C]//2016 24th European Signal Processing
Conference (EUSIPCO), August 29-September 2,
2016, Budapest, Hungary. New York: IEEE Press,
2016: 483-487.

Eraerds P, Walenta N, Legré M, et al. Quantum
key distribution and 1 Gbps data encryption over a
single fibre[J]. New Journal of Physics, 2010, 12(6):
063027.

Patel K A, Dynes J F, Choi I, et al. Coexistence of
high-bit-rate quantum key distribution and data on
optical fiber[J]. Physical Review X, 2012, 2(4):
041010.

Lo HK, Ma X F, Chen K. Decoy state quantum key

distribution[J]. Physical Review Letters, 2005, 94

[21]

(23]

0527001-8

$£59% F58/2022 £ 3 A/HAERBFEHE

(23): 230504.
Lo H K, Chau H F, Ardehali M. Efficient quantum
key distribution scheme and a proof of its unconditional
security[J]. Journal of Cryptology, 2005, 18(2): 133-165.
Ma X F, Razavi

M. Alternative schemes for

measurement-device-independent ~ quantum  key
distribution[J]. Physical Review A, 2012, 86(6):
062319.

Cheng K, Zhou Y Y, Wang H. Scheme of
measurement-device-independent classical-quantum
signal transmission in shared fiber[J]. Laser &
Optoelectronics Progress, 2019, 56(8): 082701.
FRRR, JEIWEIE, EXK . Wi i A JE R Y 4 - TR
It 7 7). WOt 5ot T kR, 2019, 56
(8): 082701.



	1　引言
	3　拉曼噪声分析及波段选择算法
	3.1　经典-量子复用信道的拉曼噪声分析
	3.2　多波段复用QKD噪声分析
	3.3　波段选择算法

	4　数值模拟
	5　结论

