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Abstract Herein, we propose a face template protection method based on multifeature fusion to solve the problems of the
poor effect of a single feature template protection algorithm and insufficient template protection before storage. In this
method, two feature extraction algorithms were employed to extract different face features to achieve multifeature fusion
protection. Furthermore, both features were used as masks in the feature transformation stage. The original image was
encrypted using the double random phase mask technology. Before storage, we designed an improved scrambled algorithm
based on partitioned magic square transformation to obtain the key from the image using the idea of key generation and
properties of the adjoint matrix. To verify the performance of the algorithm, two face databases, ORL and EYaleB, were
used. The results show that the scrambling degree of the scrambled algorithm can reach 0. 0194 and 0. 0187 in the ORL
and EYaleB databases, respectively, and the recognition rate of the proposed template protection method reaches 97. 12%
and 96.90% , respectively. The three characteristics of template protection, namely, irreversibility, revocability, and
unlinkability, perform well.

Key words template protection; multi-features; double random phase encoding; magic square transformation
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Table 1 Matrix adjacent position correlation at each stage of the improved fourth-order magic square transformation

Parameter

Unmodified transformation  Improved transformation

Original matrix

matrix matrix

Degree of correlation between adjacent locations

—1.0000

0.3398 0.2653
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Fig.1 Schematic of improved fourth-order magic square algorithm and scrambled images. (a) Diagram of the improved fourth-order

magic square transformation rules; (b) scramble degree images at each stage of the improved fourth-order magic square transformation
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Fig. 2 Scrambling restoration of ORL database. (a) Original image; (b) image scrambled by the proposed scrambling algorithm;

(c) restored image
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Fig. 3 Pixel point coordinate map in ORL database. (a) Distribution map of adjacent position points of the original image;

(b) distribution map of adjacent position points of the scrambled image
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Fig. 5

Pixel point coordinate map in EYaleB database. (a) Distribution map of adjacent position points of the original image;

(b) distribution map of adjacent position points of the scrambled image
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Table 3 Comparison result of different algorithms

) Degree of correlation between
Algorithm . .
adjacent locations

Original image (ORL)
Original image (EYaleB)
Proposed algorithm (ORL)
Proposed algorithm (EYaleB)
Original magic square (ORL)
Original magic square (EYaleB)
Barker (ORL)

Barker (EYaleB)
Arnold (ORL)
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Algorithm in Ref. [ 27 ]
Algorithm in Ref. [ 28]
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Table 4 Comparison of recognition rate of different methods
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