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Abstract A color zero-watermarking algorithm based on speeded-up robust features (SURF) to correct geometric
distortions and halftone mapping encryption is proposed to address problems associated with poor robustness against
geometric attacks in existing digital watermarking algorithms and low efficiency due to excessive embedded color
copyright image information. First, the feature points of the carrier image based on SURF algorithm were extracted
and feature point information was saved as a key for blind detection. In the copyright verification process, after the
feature points of the attacked image were extracted and keys were matched, the geometric correction of the attacked
image was implemented based on affine matrix estimated by filtered feature points. Simultaneously, the copyright
identification was preprocessed according to the halftone principle. The color image was represented by a three-
channel binary matrix with pixel expansion, and the watermark image was encrypted by halftone sub-block mapping
according to the encryption rules. In proposed algorithm, the color and structure information of the copyright
images were retained while the amount of embedded information was reduced, and the security of the watermark
information was increased. The experimental results demonstrate that the proposed zero-watermark algorithm is
robust against geometric and nongeometric attacks and the generated zero-watermark information is more secure.
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Fig. 1 Comparison of feature points before and after

screening. (a) Feature point overlap;

(b) correction results with large error;

(¢) extraction results of error correction;

(d) filtered feature point matching; (e) corrected

image; (f) correctly corrected extraction results
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Fig. 2 Comparison of encryption image and original image under different keys. (a) (b) (e) Encryption results with the

same key and different initial offset values; (c¢) (d) encryption results with different keys; (f) original image
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decryption result
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Fig. 3 Halftone decryption results. (a) (e) Encryption and decryption images of R channel; (b) () encryption and

decryption images of G channel; (c) (g) encryption and decryption images of B channel; (d) (h) encryption and

decryption images after channel fusion

B4 OR[EEBIEOL N B SR BEE R . ()R 8 I8 43 Bl § R A 5 (b) RGBT AL G 3l T 43 B S A5 R 5 (O RGB =38 1 4 B
YRR s (DR T TH ) B2 9 55 B 0 5 (o) RO T8 A1 G 3l 3 90 {85 4 45 1R B 5 (D RGB = 1l 18 %) {8 %5 41 45 1 1

(@) ROGE I 4 He 2 P U0 R S A G 330 0 (2 91 DRI 5 (hO R S AN G388 3 43 B 2 B 0% L R 3003 0 7% 0 44 1%

i3 (DRGB =3 18 7 Je % 1 45 18 \RGB =3 18 ) {1 % 911 45 oo i

Fig. 4 Extraction results under different key conditions. (a) Sub-block segmentation key has error in R channel; (b) sub-
block segmentation key has error in R and G channels; (c¢) sub-block segmentation key has error in R, B and G
channels; (d) initial key has error in R channel; (e) initial key has error in R and G channels; (f) initial key has

error in R, B and G channels; (g) sub-block segmentation key has error in R channel and initial key has error in R

and G channels; (h) sub-block segmentation key has error in R and G channels and initial key has error in R

channel; (i) sub-block segmentation key and initial key has in R, B and G channels
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Z %M Matlab R2015b, {47 K i5-4210H CPU
2.90 GHz 1 8 GB Nf¥.

(G)) (e ® @

K6 ARG FARAFRIR . (a) Baboon s (b) car & ;(c) Lena & ;(d) pepper F; (e) plane & ; () sailboat & ;(g) logo &
Fig. 6 Host images and logo images. (a) Baboon; (b) car; (c¢) Lena; (d) pepper; (e) plane; (f) sailboat; (g) logo
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UL AT 2k, B NC HAE N E &S5 NCE
#*1
Table 1

1 AR IE R R B RRAOK B SER A5 R WK 1,

Experimental results of false alarm rate

False alarm rate of input image

Logo image

Baboon Car Lena Pepper Plane Sailboat

Baboon 1. 0000 0. 5602 0. 5640 0.5672 0.5925 0. 5558
Car 0. 5585 1. 0000 0.5731 0. 5580 0.4810 0. 5585
Lena 0.5697 0.5637 1. 0000 0.5671 0.5729 0.5604
Pepper 0. 5605 0. 5588 0. 5636 1. 0000 0. 5329 0. 5605
Plane 0. 5650 0. 6008 0. 5669 0.5537 1. 0000 0. 5909
Sailboat 0. 5885 0.5526 0.5573 0. 5857 0.5324 1. 0000

1 AR NC {2 0. 4810, e 1Y NC {H
S 1, N AT DU H AR I RT I iff £ TR A AR
fin A FC At T 15 BB (9 MO K B Y 7 35 NC (B R
0. 5624 , #0 AT A7 R X 43 A [ B4 L ik 36 B A i 2 K
BN R R SR A ME— Pk . AR SCRL A MORUAE 2 3 B
PRl T e AR IR AR IE SR & % B K, It
TC J5 B AR IR 50T o 2 B AT S 66 B L 0l e A LR 24T L
Al TE S 504 i A5 280 L 5ORE L B ¢ s 1 T O [
T i i B 1) 2 SRATS A 8 v X0
4.3 TREIE

B K B By F BRI 43 o AR LA B L

i Bt s G v LA X it ob B4 e e R A £% X Al
P 5 AR K A o D B L AR T ORI R
S B 3 K ED SRk M AR B Y LA M
T AR SR A A 52 9 38 o il LAy 2 o A L A
ik I OR 26 vh i i W et 7 vk o D AR SO ik
T e

O 6 I AR B 6 AR LA e i R A L
W 9B U JPEG He 4 45 RS Ak BT vk Mo R @
AR NC R R B & 5k R L
PSNR {H % 7% 18115 52 2 2 ol 10 58 S5 52 46 45 28 DL
*2,

2 R SL A R (NO)

Table 2 Experimental results of non geometric attack (NC)

Attack type Parameter Baboon Car Lena Pepper Plane Sailboat
0.02 0.9887 0.9877 0. 9860 0. 9900 0. 9906 0.9948

Gaussian noise
0. 05 0. 9820 0. 9801 0.9780 0.9833 0. 9849 0.9925
Salt & pepper 0.02 0.9935 0.9936 0.9924 0.9946 0.9945 0.9974
Noise 0.05 0. 9896 0. 9888 0. 9890 0.9923 0.9912 0. 9956
0.02 0. 9939 0.9914 0.9931 0. 9957 0.9926 0.9975

Speckle noise

0. 05 0.9883 0.9851 0.9881 0.9933 0.9889 0.9952
3X3 0.9949 0.9964 0.9982 0.9981 0.9975 0.9984

Median filtering
7X7 0. 9890 0. 9897 0.9930 0.9955 0. 9905 0.9947
3X3 0. 9986 0.9988 0.9992 0.9992 0.9990 0.9994

Wiener filtering
TX7 0.9953 0.9947 0.9965 0.9969 0.9964 0.9978
3X3 0.9984 0.9986 0.9982 0.9985 0.9983 0.9991

Low pass filtering
7X7 0.9976 0.9977 0.9975 0. 9980 0.9974 0.9986
10 0.9810 0. 9800 0.9757 0.9844 0.9832 0.9910
JPEG compression

50 0. 9955 0.9947 0.9947 0. 9954 0.9960 0.9978
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HI 2 2 SR A R T, AN R A P R Xt 2 Ah AT LLFE SR B A RO R A s R B B
Beati i, e A9 NC fE2H 0. 9757, XUEWIAR SO M W BEMEE M @R @ KR, ik 584 3L
AEIFTRAEYE . L Lena FGOM K B 0 BIERIARE,

AR BN A I ZS R 7 () ~ (D Frs . IE

PSNR: 13.86 PSNR: 18.21 PSNR: 28.65 PSNR: 27.33

NC: .9780 NC: 0.9890 NC: 0.9930 NC: 0.9757
@ () © @

B 7 AE U di T AT Lena BN ZE 3 . () 8 Hi 75 (0. 05) 5 (b ARER 1275 (0. 05) 5 (o) B IE I (7 X 75
(D JPEG 45 (10%)
Fig. 7 Lena graph and detection results under non geometric attacks. (a) Gaussian noise (0.05); (b) salt-and-peppers

noise (0.05); (c¢) median filtering (7X7); (d) JPEG compression(10%)

JUAAT Mo o 38R G B s R e AR s R, 3 JUfrTHERE LM A NC R & 5k i As fil 4 i F PSNR
{5 FH B Jie 5 A7 80 O A% The o AR 4 s 8 A 3 1k i Bt 8RR UG =2 B 03k . SEIR 2 R L3k 3,
3 JUM I SR EE R (NO)

Table 3 Experimental results of geometric attack (NC)

Attack type Parameter Baboon Car Lena Pepper Plane Sailboat
0° 1. 0000 1. 0000 1. 0000 1. 0000 1. 0000 1. 0000
25° 0. 8826 0.8077 0.8667 0.8717 0.8237 0. 9359
50° 0. 8477 0.7679 0. 8489 0. 8568 0.8117 0.9170
75° 0.9091 0. 8608 0.9088 0.9148 0. 8326 0.9464
Rotation

100° 0.9435 0.9044 0.9336 0.9361 0.9212 0.9606
125° 0.8615 0.7780 0. 8469 0. 8556 0.8103 0.9220
150° 0.8167 0.7876 0. 8566 0.8716 0.8235 0.9199
175° 0.9596 0.9515 0.9725 0.9725 0.9599 0. 9845

5 lines and 5
0.9937 0.9899 0.9906 0.9924 0.9823 0.9961

columns
Move .

10 lines and
0.9793 0.9643 0.9755 0.9789 0.9644 0. 9875

20 columns
0.25 0.9945 0.9943 0.9974 0.9972 0.9912 0.9974

Scaling

1. 25 0.9997 0.9998 0.9999 0.9998 0.9991 0.9999

R MGt TSmOl A i i e s Bk (T BGE T R B A RRMEVE AR L car BIE AN plane K&
RIS AE B HOX S Bty ok i LT IE IR . B AR BON WS B R AR 1R O SR R R
TESE R e 0 6 MR & b AR A B G TIL ARSI BRI sailboat B A ¥ 70 B0 L 252k
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) 301 F A5 BB MR & IR % R AE B 5% /N IR e 7
# 4 W sailboat [ NC {H % & » car &1 plane K15
(9 NC BB 75 R R W e % Yol 7 NC {5 7

PSNR: 11.43

NC: 08077
(a) ®)

NC: 0.9359 NC: 0.9170
) ®

Mg
% o

PSNR: 15.78

0. 76 3% 2 B AR SCB LT T UAT 50 A %5 5 1) Fa 4t
P B car MG sailboat R4 A2 e i I i 5 %

1F 5 Fn R BRI A A RS, I 8 (a) ~ (n) i

NC: 0.9199 NC: 0.9845
() ®

B8 JUAT A IE A R AR AR . () (h) B 2575 (b) (D JEFe 50°5 (o) () BEFE 75°5 (d) (k) JEFE 10075 (o) (D Jiefe 125°%;
(O (m) JiE4E 150°; (@) (n) BEHE 175°
Fig. 8 Geometric correction results and copyright logo. (a)(h) rotate 25°; (b) (i) rotate 50°; (c)(j) rotate 75°;
(d) (k) rotate 100%; (e) (1) rotate 125°; (f)(m) rotate 150°; (g)(n) rotate 175°

i & 8(a) ~ (n) Y S5 56 25 S v] %0, 76 89 U1 3 ff
1R T e T8k vl s T B0 I 1 R e P T A2 O TR 22 T £
PSNR 1B , VE Sy 844 52 Tl o 32 11 B 4k, A [) 24k ]
By U R E S RAFAE 22 57 . B 8(b) . (e) (D2
HREE B0 NC B AH T2 €6 08 R0 058
PE AT 8 I T3 RORUAE 2, 3 16 I A S B i A T
Xof 5 o B TUART Mgk ) L ELA SR A AR fa
4.4 XfLEELIE

R T TR SR Y OB PR R SCHR[9-11 J kAT
ST X H, R EEIEAT YR S 4 A T R (B
09 0,75 2243 914 0. 01,0.02,0. 03. 0. 04,0.05),
FLER R 75 (444 0,0. 01,0, 02,0. 03. 0. 04,0, 05) .
JPEG E4i R4 K 4351 10,20,30,40,50) .
EUE e (BEA R/N R 3 X 3,5X5,7X7,9X9,

T1X 1) o S0 8 B (B AR R /Nl 3X3,5X5,7X7,
9X 9,11 X 11) Jie#% Bt O &1 e % 1°,2°.3°.,4°,
59 ATHMm R iy () A #8 1.2,3.4,5 47) F4i L
Wi (48R 74 0. 25,0.5,0. 75,1, 25,1, 5), Ff AR
P A% E ) NC A X E S0 560 25 5 R/, B S 56 45
AN 9 FrR .

W 9 Ca) FEL 9 () it 7 o B A e 30 I A R0 R
Mg 7 ) Ao o B 0 O, SCRR[9-11 19 NC {E B T
R ABA SCHR ) NC e SCik[9-11 ]2 b X &
AR SOOI e e 75 PE R 2 LE Sk [9-11 384 . 4
K 9Co) fitR T JPEG 40, M 173 R 10 1)
ki i, SCHRL9 . 11 1Y NC E AR, SCHRL10 ] NC
R 0.9500 2547, A SCH VLB NC (B % 4K # 1E C
BRL9-11]2Z B, H ONC fHh £ 2 b8 218 .
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Fig. 9 Comparative experiment results. (a) Gaussian filtering; (b) salt-and-peppers noise; (¢) JPEG compression;

(d) median filtering; (e) Gaussian filtering; (f) rotation attack; (g) translation attack; (h) scaling attack
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FEEXT AX8 19 DCT REGHAT —(H AL AR, SRR
LR E, FEARJUT M T S R AE A IR 1 A Y
MEFEZ AT DCT 43t fa 19 32 L REA AL K, BRI
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F i ARG B . BT AHSE DCT RECZ B Y ¢
REG 2B KR ERE 2w, £ S5E T, 7
DCT Z 0 M b g £c b A 22 B008R Iz 1) 501 8 sk
MAE L8 T, QR 43 i 15 21 19 25 5 (6t 25 %2 3|
SER DRI L B8 B0k i B HE ORI R R R i 2%
AR SCR G T AN 5 BE 0 AR LA 2k, #0290 4
5HR 4 e PR RS R LR IR AR T DA SR
A AE R 5] A T Contourlet Z8 #e 1 Schur 43
fife . X PIRR T E AR08 48 R 8 1 FE A5 B, %
2 M ek | 98 Uk B0k R JPEG R 46 B, Contourlet
705 A AT DLAR G bR 2 A 5 2 B R B AR SR AR 1A
BARAE B . 2) A SCH LG AT SURF #2 8
F AR R B FRAE 23, IF X e i Do E AT A OE , R IE
FEJU S T A SCRE AT g 36 B0 ok iy A g k.
SR AT AT AR SCRR R AR AR U AR B0 A LA Yy
T, HoRa g pE STk [9-11 ] 7 J7 B ng A fde i 47
4.4.2 BAMWSH

SCHkL9] R Logistic TR il Bk 55 %5 Bz A B 1%
PEAT N B HAE . SCHRC10 148 A Arnold & FL X iR AL
{5 B 47 B ELERAE . T Arnold B &L E A F A M,
B 22X 0 kAT LU B Arnold B L IR EK
SCHRL LT ]9 5 5 88 7 HE 3 1) 7 0K A B i R AT R
HEATE R HES . RIS SCER9-11 1A B i & 7K BN A
By ZAE KT B A SCE A 2 F £ 8 B SR
B R USRS AR HEAT 0% 5 283 I AT i, AR SC 4R
A B B B i et B U i 7
KA EVEMENES, BAREESNHEHA SN,
FE 1 o JE B 2 ) IR B FR4E T BRI AR S L
A5 0 %85 R IR AT DA B R R (B R AR R AT
S AEREAEKEFEL. BT ZEHENEAE
JKENAT LS 7R ZFp 365 B, ZEHZKE R A 0 F

1 PR ZE G, R L, A SO A G Sk [9-11 79 55
BHEHAT RN ZE,
4.5 EXptELEFENK

AR SCHE B B SURF JLAT AL IE A T SIFT
JUMTAE IE , S 803 45 30 42 0 o 1l 25 S5 (8 4 g i o
] 26 BR——Schur 5 FF 73 i, 46 75 1 A2 U /K B
G000 S AS s T4 st ARE 9% A BsF i) o Sy 8 I B 9 A S B
FH AP g2 i v 3T 7R R BIR 512 X512 X3 Ji
FLEMR 64X 64 X3 RSTT 1Y 2 7K BB A 1A RRAY {5 8
Ao 3xk R A AT I )L 2 R LR 4,

Fd GEATHHEIIR %

Table 4 Run time test table

Step Time /s

Copyright watermark preprocessing 0.1821
Generate zero watermark 0.5643
Original image 0. 6009

20° rotation 0. 6026

45° rotation 0.6241
Salt-and-pepper noise 0. 08 0. 6344
Wiener filter 9 X9 0. 6089
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