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Research and Design of RFID Middleware on Hierarchy
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Abstract It briefly describes the radio-frequency identification technology (RFID) middleware and its current
research, based on the study and analysis of the limitations and inadequacies of the existing food tracing system; it
designs a layered RFID middleware architecture, and conducts an in-depth study. Layered middleware shields the
differences of different devices, centralizes to manage distributed reader devices, according to a protocol rule to filter
large amounts of the redundant data; and extract semantic information using publish-subscribe model for the more
efficient, real-time information sharing mechanism.
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1 Introduction

As the increasing of food supply chains and, unsafe aspects run through the entire process from
production to processing, packaging., storage. transport and sale of the food. Food security crises occur
frequently, affect people’s physical health, and social stability. Food security has aroused widespread
concern in the world. Setting up the food tracing system covering production, processing and distribution in
all aspects for food safety is particularly important.

Radio-frequency identification technology (RFID) is abbreviation of radio-frequency identification
technology, which developed rapidly in recent years internationally., and it is a non-contact automatic
identification technology. Compared to the traditional automatic identification technology such as bar code,
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magnetic stripe (Card), IC card, RFID has the advantage of recognition distance, the small volume, the
storage of a large amount, strong environmental suitability, and so on. Its application in food traceability is
increasingly widespread, and gradually becomes the important means for optimizing food production,
ensuring food safety. For example., the United States government has declared that national cattle for food
must be equipped with electronic tags™’. After using RFID system to track the animals, you can get meat
traceability information in a food supply chain. Various parts of China have also established monitoring
system of pork based on RFID. Through RFID ear tag recording on the pig's ear, it can record feed, medical
records, drug, and quarantine information of pigs™*!.

However, the food traceability system based on RFID involves the production, processing, circulation
and marketing enterprises, and the enterprises use a variety of labels and readers. The data structures
provided are also different, traced information are different too. And for most enterprises, from front-end
data collecting to back-end business systems attaching, they mostly use custom software development. Once
the front-end tags, types of readers increase, or the back-end business systems changes, you will need to
rewrite the program. Development efficiency is low and high maintenance costs. In this context, RFID
middleware came into being.

2 Introduction of RFID middleware

RFID middleware is between the front-end reader hardware modules (from the tag to the reader) to the
back-end database and application software. It provides many software modules, such as reader
management, data filtering and collection, event management, security management and network
management. It has many kinds of implementations that can meet a variety of interfaces and protocol
specification**! . RFID middleware shields the diversity and complexity of RFID devices, provides powerful
support for the background system, so as to drive broader, richer RFID application. In other words. RFID
middleware provides a two-way transparent interface. On one side it shields the differences of the RFID
hardware device as label, reader, and operating system, database, provides reliable protection of high
security, high performance. high scalability, manageability and so on. On the other side, it provides unified
data extraction interface for the upper business logic implementation, and itself is to achieve a common RFID
data processing.

Although many countries are committed to develop RFID middleware software, there are deficiencies
and limitations more or less. For example, thin middleware function, simple filtering rules™® ., and the
definition of complex event processing capabilities are missing. The divided definition of connection the
interface is not quite clear. Middleware is not open; platform-dependent is too strong. It is difficult to use
the other platform to integrate with existing legacy systems. Event integration layer is centralized, it is
hard to improve on the performance and system redundancy.

RFID Middleware can shield the differences between various tags and reader. Through filtering it can
process the original tag information, and can also offer large amounts of data sharing in real time to other
partners in trace chains. Now all the major manufacturers of RFID middleware products are based on their
research and development of core technologies, greater dependence, less expansion. Therefore, through the
analysis of establishing the RFID middleware model, this letter designs the model to be used in food
traceability’®. It can reduce the investment and maintenance costs of enterprise in RFID application;
ensures effective, real-time sharing of information on the traceability chain between the various links;
enhance the traceability of the system.

3 Design for RFID middleware system

Middleware system architecture designed in this is divided into three layers. followed by the reader
control layer, data processing layer, and business information sharing layers from bottom to top. As Fig.1
shows, the reader control layer is at the bottom. It is responsible for controlling different models of readers
distributed in different places. Then upward is the data processing layer. It is responsible for the processing
original event and data from reader control layer. The top layer is the business information sharing layer,
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which receives event information from the data processing layer, then transmit and publish them to upper-

layer application system.

| upper application l
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Fig.1 RFID middleware system architecture

3.1 Reader control layer

Reader control layer is the foundation of entire middleware architecture. used to shield the differences
between manufacturers, types of readers, to provide an accurate real-time original data to data processing
layer. It mainly has the following features:

1) Integrated registration: you can manually enroll different reader distributed in various scenes to
middleware, including deploying reader’s property parameter. application and location, name and logo,
reading/writing operations to the reader. We should also configure the connection parameters for the
reader, for example, the interface types, the number of antennas, IP address, port number, user name,

password and other information-™ .

When the registration is successful, the middleware can achieve to
control over the reader, ensuring reliable real-time information exchange between the reader and the reader
control layer.

2) Automatic search: users can manually register the reader to the middleware, and middleware can
also be used for the automatic search feature. In the specified interface search area, the middleware scans if
there is one new reader device coming in. When it finds a new reader device, it would read some connection
parameters, such as the IP address, port number, and manually configure the properties parameter. Then
the new reader can be registered to the middleware™ .

3) Unified interface: in large scope of RFID deploying applications, due to the differences of the
scenes, we have distinct needs of readers, such as a role of distance, bands, performance and other
indicators. So it is likely to use different types of readers that come from various manufacturers. Each kind
of reader has its own means of communication and communication protocol formats, creating hardware
diversity. In order to shield the hardware differences, reader driver needs to be managed together. This
module is based on an internal communication format of middleware, to allow unified, extensible interface.
When you access a new reader, it only needs to copy the reader driver which achieves a unified interface to
specified directory. And after simple configurations, you can achieve reader connection.

4) Reader interface: reader interface is the core of reader control layer. It uses different models of
reader drivers that have been loaded, to truly achieve data transmission. Reader interface includes two
parts: reader adapter and reader interface.

Different types of readers collected data formats are different. Reader interface transforms the data in

different formats into a unified, systematic format. Reader adapter plays a crucial role in the process
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processing layer.

5) Real-time monitoring: for registered reader devices, middleware can not only control their start,
stop, test interface, but also monitor the readers’ status of running, errors of antenna connection, RF/
interface and other issues. By real-time monitoring to reader devices, it can realize the remote operation of
the equipment on the one hand. On the other hand it could find problems arising in the course of the
equipment in time in order to respond immediately.

3.2 Data Processing layer

Original data has a large scale, much redundant information and may contain potential virus, less
semantic information included, and other issues. To solve these problems, data processing layer deals with
the raw data for buffering, filtering, aggregation. It provides appropriate sizes of semantic information to
business information sharing layer. Data processing layer consists of two parts: the original event buffer and
the original event filtering engine.

3.2.1 The original event buffer

A reader can collect hundreds of labels of data per second, so when multiple readers work at the same
time, they can read thousands of labels per second, the data flow generates very quickly. How to deal with
these huge amounts of data in real time is the problem that RFID middleware needs to deal with. Currently
memory database becomes the best solution to solve this problem. In order to process large quantities of
events data more efficiently, reduce the frequent operation to the back-end database in data processing, and
lessen the back and forth transmission in the network because of storage and inquiry, middleware draws the
data to the memory database before submitting them to the disk storage. Such treatment has hundreds or
even thousands of times of higher efficiency than traditional operation.

3.2.2 The original event filtering engine

The work principle of RFID reader is: reader scans its own antenna radiation zones periodically, reads
event of labels and sends the event to middleware. The minimum period of reader identifying electronic label
and forwarding to middleware is different with the difference of readers’ performance, but usually at 100 ms
or so. If in the food inventory management system. food carrying electronic label through a portal need
10 s, then there will be 100 events to be sent to the middleware per second. If there are foods that carry
hundreds of electronic tags through a portal, there will be 10000 events sent to the middleware per second at
the same time™ . If the events of readers are delivered to the middleware directly without any purification.,
there will be a great burden on middleware. And other studies are also shown: RFID labels may be infected
with a virus that virus can be transmitted and affect background database., and can easily spread to other
RFID labels. Therefore, we must provide event filtering for RFID middleware, filtering virus and redundant
information in order to reduce the amount of events.

a) Repeat filtering: repeat filtering is the most widespread, commonly used method of filtering, which
has the functions of streamline redundant data, smoothing oscillator reading.

There are two kinds of reasons to cause repeated data: in the short term, one reader repeatedly reads
the same label; more than one neighboring readers repeatedly read the same label. There is a missing rate
for readers, which has the relationship with location of reader antenna, the distance of readers and goods,
texture of goods and other items. Usually in order to ensure the read rate, we may place more than one
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reader adjacent in the same place. So in multiple reader antenna coverage area, a label is likely to be read by
multiple readers repeatedly, creating duplicate data . Repeated filtering idea is to compare to the timestamp
of many events for the same reader card number, if the timestamp of the adjacent records is small enough.
You think it is repeated reading data, and we excludes the latter. And so on. out of all of the repeated
dataLl[)j.

b) Reader identifier-based filtering: in many cases user may only want to get events from a specific
reader collection. This filtering ensures that events outside of this collection are filtered out. A condition for
this type of filtering used is that of course reader has set its own unique identifier like a label. Otherwise,
this method cannot be used. There are also the same filtering principles based on specific locations, specific
enterprise and so on.

¢) Based on time segment filtering: this method of filtering is based on the timestamp of the event,
where we choose a fixed point of time, the event before or after is removed or retained.

3.3 Business information sharing layer

After processing by the data processing layer, original event is converted to acceptable information,
and then it is provided to upper applications layers or partners with multiple connection methods. It is
usually centralized connection: HTTP, JMS, RMI, Web Service or centralized MQ (Message Queue). In
food safety traceability system, it involves many businesses of the production, circulation, processing,
marketing. The way of centralized delivery of information increases the burden of a server on the one hand,
and makes a property bottleneck; on the other hand, if an enterprise wants to get more partners’
information service from traceability chain, you have to maintain a connection with each service, the
scalability is not enough™'.

To solve these issues, we use the publish-subscribe model (abbreviated as pub-sub) in the business
information sharing layer.

Pub-sub model is a loosely coupled communication for distributed computing environments. In pub-sub
system, publishers and subscribers are associated by subject, they do not have to know where the other
party is, and online at the same time is unnecessary, achieving communication multi-dimensions coupling of
both time and space and data traffic. Information publisher sents the message with “event” form to event
agent; information subscriber issues a condition of subscription to event agent, expressing interesting in
particular kinds of events in the system. And event agent guarantees to deliver all published events to all
interested subscribers timely and reliably. Pub-sub system enables the producers and consumers are fully
coupled in three aspects of time, space. and control flow, which can properly meet the needs of large scope,
highly dynamic distributed systems, such as RFID middleware.

As Fig. 3 shows., we design a distributed event delivering agent service (DEDAS). The port of
generating message simply publishes event information to the DEDAS, then DEDAS sends copies of the
event to users that are interested in this event. Any enterprises on the traceability chain can publish RFID
event information to DEDAS. and can also subscribe interested event information to the DEDAS, keeping on
real-time sharing of information effectively in the chain among enterprises.

publisher DEDAS subscriber
complex event info publish user
data interface user register interface
subscribe
1 | publish l 1
feedback

Fig.3 DEDAS work diagram
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4 Conclusion

Because of many benefits of RFID technology™'?’, it has increasingly broad application in food
traceability. But due to the incompatible and diversity of tag and reader, and the differences between the
data structure of various enterprises on the traceability chain, and the limitations of traditional information
sharing, there is a certain degree of restraint to the development of RFID technology in the further of the
food traceability system. Appearance of RFID middleware is a very good solution to solve these problems. It
can shield the diversity of different hardware and data structure and provides real-time sharing of event
information. It becomes the most favorable weapon for the development of RFID to overcome barriers.
Based on this architecture to construct food traceability system, we could reduce RFID application
investment and maintenance costs for food enterprises, and ensures effective, real-time sharing of
information on the traceability chain between the various links.
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