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Principle of orthogonal phase encryption. (a) Correct key; (b) orthogonal key
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Be MDY 3 2 — % B, R S e RO L 5 5E 28 5 e Bk S
H# (PBS) , TG 203 1.3, e 2 4% i 17 K5 & 2% 1
(CCD) AHHLA 5k -

OA: optical attenuator

BE: beam expander

A-SLM: amplitude type spatial light modulator

P-SLM: phase type spatial light modulator

BS: beam splitter

PBS: polarization beam splitter

QWP: quarter-wave plate

OBJ: objective

RHSM: reflective holographic storage material

CCD: charge-coupled device
L1, L2, L3: relay lens

P2 IE SR i [v) i 4 SR A7 6 R 48

Fig. 2 Orthogonal phase encrypted-coaxial holographic data storage system
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CERE Y S e
Fig.3 Unexposed reflective holographic storage material
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Table 1 Phase key generation of reference optical unit

Reference Key Key Key Key Key Key Key Key
unit 1 2 3 4 5 6 7 8

Unit 1 0 0 0 0 0 0 0 0
Unit 2 0 P b 0 bs 0 bis 0

Unit 3 0 0 b b 0 0 b b
Unit 4 0 n 0 ks T 0 0 T
Unit 5 0 0 0 0 T kS kS kS
Unit 6 0 T T 0 0 T 0
Unit 7 0 0 ks T T T 0
Unit 8 0 T 0 n 0 T T

24 EXHEMEFEBEAFR
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B F G0 B s R a3 R R O Stk AT S 06 56
UE o 5 — B2 Be B 1E 38 A A g A% A =X (SOPCR) . #H
57 79 2 [] I 18 1 2% 9 FH AL 4 B 206 G ] 4 BT R (AR SC
DL 8L /B 47 R )

B4 BRI S i 2k
Fig.4 Sector orthogonal phase coding mode
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B P 2 ALV I S v 2 i A (ROPCR) o
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PN SE I o AR T 26 — Bl e B 2 0 45 20, 7 1% 5K
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Fig. 5 Random orthogonal phase coding mode
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record pattern 1

record
signal
on A-SLM

encoding
phase

on P-SLM
SOPCR

encoding
phase
on P-SLM
ROPCR

record pattern 2

F£50% £ 1851/2023 F£ 9 B/hE#*L

T4, N 55k T 22 AR AN % R AT A8 B I S
75 AR — A Bl MEE %[ 6(a) (b)) ], 1id
SR 3 R 1 1 28 1) 1 58 A 7 %5 B 43 Sl 02 Key 2 Fil Key 3,
mE 6(d) . (e)fran, HET R AL & 6(c) iR &%
O, 8 FH Key 3 M7 % 914732 0. IRl AE |l , B ATL o7 7
14 TF 22 A A7 2t % AL R B[R] A 1) B4, 3 0 15 ] Key 2
il Key 3 #E47i0 3%, fli ] Key 3 #EA7 20 .

read pattern

K6 2 e il o sk %

Fig. 6

15 LB I A7t AN AN 58 BN 25 5 3 i L A
RGN, WITHZELEEHZESFINE, R
Z M A, DAORIEAS B0 2 2k . S 3R IE 28 AR

Upload patterns of SLM

37 g ity 19 26 2k, X BURE AR O B s B s T i B
AW 7 R, o3 ) il IE AS % 9] Key 1~Key 8 4%
85K A5 T K S, ~S A A B 2 BAFH AR [R] — 4> 5

BL7 T I3 22 4 A 31 i 784 2 ] DG 3 ) 45 2
Fig. 7 Upload patterns of A-SLLM used to test safety
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R E B AN ER M . X T R — XN %
F A7 B AT R B e R R, S B 0 HEE
BOEFE S (e K5 ) ol DUBE S B 6 3 e 1+
AR, B B AR PR B S R FEELE B R X
Pl BE 55 2%, 3k S PR B AR B 14 A7 5 A%0% G 1 Gk #
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Fig.8 Read results of SOPCR and ROPCR under Key 3.
(a)SOPCR; (b) ROPCR

AC AL i % B TC 14 A1 B o B, T B T 52 AR A 2 A
BT A M AR v o 3T REJE: i 2 B BT A —
ST SR 5 RE 5 R Y, A [ DX R AR R A2 B A A
I BN B ST, A AN TR S5 9 3 8 35 S Y S O 5l
J3E JC vk i 5 1 SR A T A B R o

TV B I3 52 6 b, 49 30 % A 1R HOAY S 4
B G e, LA 5K Ik FERAE A O R B g it Sk e
THE 5 At %5 491 352 JDCFE B BT 438 B A O 2R 8, 2 Rk
2 37N o 3 BB A AR AL ] A 4 B AT AR G0 1Y) S Al
MR, DY L AR 8 G R Ak R S AR L8 . SOPCR
1 AH OC 2R B Y0 0.57, A4~ %5 BT 2 I 15 Bt 3k
e AL P A9 15 2 . ROPCR AESC R E i 1y
{64 0.02, 3% 2 B A3 47 JL T A fud 7 A % 9 77 it
HUE YN

# 2 SOPCRF 364 B M AHOC R AL
Table 2 Correlation coefficients of reconstructed optical

holograms under SOPCR

Hologram S, S, S, S, S; Se S; Sq
S 1 0.63 0.63 0.56 0.81 0.54 0.55 0.44

S, 1 0.57 0.59 0.59 0.71 0.32 0.58
S, 1 0.66 0.58 0.41 0.69 0.63
S, 1 0.40 0.61 0.59 0.82
S, 1 0.46 0.48 0.42
S, 1 0.46 0.58
S. 1 0.64
S, 1

%3 ROPCRF BG4 B A ¢ R 4L
Table 3 Correlation coefficients of reconstructed optical

holograms under ROPCR

Hologram S, S, S, S, S S S. Ss

S, 1 —001 0  0.02—0.03—0.04 —0.03 —0.02
S, 1 0.04—0.01—0.04 0.04—0.05 0.05
S, 1 —0.03—0.03 —0.04 —0.03 —0.03
S, 1 —0.04 0.02—0.03 0.03
S, 1 —0.07 —0.06 —0.07
S, 1 —0.07 —0.07
S, 1 —0.04
S, 1

Bl b, 72 0% 1k BE DU S 56 v, A5 3 8 B R LAY
JR G BB R, LA ik R G ERAE b ¥ 07 iR 22 1 S
TREME TR H A % O R R i s, 4
WAn 4 5 FiR . CCD HHMLARAS A B 1% N 8 11 JK &
FE fie KK BE A R 255, 2 48 W 75 78 1150 1 72 i i A1
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Table 4 Mean square errors of reconstructed optical holograms

under SOPCR

Hologram S, S, S, S, S. S S, Ss
S 0 390 449 502 178 479 680 719
S, 0 543 498 429 325 894 578
S, 0 452 495 742 440 533
S, 0 664 475 572 256
S; 0 559 645 731
Ss 0 710 570
S; 0 532
S 0

#5 ROPCRF 864 A A 38 75 18 9%

Table 5 Mean square errors of reconstructed optical holograms

under ROPCR

Hologram S, S, S, S, Ss Ss S; Sg

S, 0 962 916 1501 975 1834 1245 1155
S, 0 1033 1588 1079 1959 1332 1061
S, 0 1870 1351 2159 1593 1301
S, 0 1931 2723 2125 1871
S 0 2224 1657 1360
S, 0 2385 2150
S, 0 1585
s, 0
4 4 g7
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Abstract

Objective Holographic data storage (HDS) has the characteristics of large storage capacity and fast data transmission rate, which
makes it a sustainable development technology in the era of big data. Phase-coded holographic data storage systems have attracted
great attention because of such advantages as the high efficiency of light energy, stable structure, and easy modulation by a phase
spatial light modulator (SLM). An orthogonal-phase cryptographic collinear holographic storage system is a new optical encryption
technique that uses the optical interference principle of laser beams to write and read data and orthogonal phase encryption to ensure
data security. Currently, orthogonal phase encryption techniques are often used in off-axis holography. Off-axis holographic storage
systems are less resistant to environmental interference, whereby the jitter of the system causes the positions of the phase-key pixels
used for encryption and decryption to fail to match properly, leading to information leakage. Therefore, in this study, we attempt to
apply and explore the possibility of using orthogonal phase encryption with collinear holographic storage systems. Orthogonal phase
encryption can protect the stored data from illegal access and theft to ensure data security. This is critical for maintaining the

confidentiality of sensitive information involving personal privacy, trade secrets, and similar information.

Methods Based on Kogelnik’s coupled wave theory, the propagation of phase during the formation and reproduction of holograms
is accurately described by analyzing the propagation process of light. The recording key and the reading key are in an orthogonal state,
that is, the number of units with phase difference of 0 is equal to the number of units with phase difference of =, so that the
reconstruction intensity of the two parts of the signal light is cancelled through the phase orthogonality. In the system investigated in
this study, the collinear system stores the signal light in the pagination encryption by modulating the reference wave with different
encoding units. In this study, we propose two encryption modes for reference wave coding. The sector orthogonal phase-coding
reference wave mode (SOPCR) divides the reference wave into eight units per sector, while the random orthogonal phase-coding
reference wave mode (ROPCR) divides the reference wave into eight units randomly. The orthogonal phase code is generated from
the Hadamard matrix and uploaded to the reference wave unit via the SLM in the form of phase keys. The feasibility of orthogonal
phase encryption in a collinear holographic storage system is verified by recording and reading the encrypted images. The safety of
SOPCR and ROPCR is evaluated by correlation coefficient (Corr) and mean square error (MSE) analyses.

Results and Discussions Experimental results show that both methods can complete the encryption and decryption process using
orthogonal phase coding. As shown in Fig. 8, the designed signal light [Fig. 6(a)] is stored in the material and can be read out by the
orthogonal phase key to complete the encryption and decryption function of the phase key. Due to the presence of crosstalk noise
between pages, the reconstructed hologram [Fig. 8(a)] cannot achieve the ideal reconstruction effect, and there is a crosstalk

hologram. Because the diffraction efficiency of the material itself cannot reach 100%, the reconstructed hologram [Fig. 8(b)] cannot
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achieve the ideal contrast and reconstruction effect. The correlation coefficient and mean-square error are used to evaluate the
encryption performance of the two methods. The original reconstructed holograms of SOPCR and ROPCR are used as references for
correlation coefficient and MSE since neither hologram achieves 100% diffraction efficiency. The correlation coefficients (Table 2) of
SOPCR and ROPCR are 0.57 and 0.02, and the mean square errors (Table 3) of SOPCR and ROPCR are 537 and 1872,
respectively. The correlation coefficients obtained by SOPCR are all higher than those obtained by ROPCR, while the mean square
errors are all lower than those obtained by ROPCR. The crosstalk of the reconstructed holograms obtained by SOPCR is larger and
the security of ROPCR is higher.

Conclusions Orthogonal phase coding can perform the basic functions of encryption and decryption in collinear holographic
storage. Systems with random orthogonal reference wave modes are more secure, as shown by correlation coefficient and mean
square error tables. Orthogonal phase coding techniques have certain security properties and can enable information encryption. It has
been shown that orthogonal phase encryption can be applied in collinear holographic storage systems. Moreover, there is a crosstalk
problem in the sector orthogonal phase-coding mode and a low contrast problem in the random orthogonal phase-coding mode. Future
work will also focus on the causes of these problems to improve the security and stability of orthogonal phase encrypted holographic

storage systems.

Key words holography; holographic data storage; coaxial system; orthogonal phase; encryption
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