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multi-dimensional
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Fig. 2 Metasurface-based optical information encryption with single dimensional for single pure input. (a) Wavelength-dimensional

optical encryption based on spatial multiplexing"™”; (b) optical encryption based on angle-of-incidence dimensional multiplexing"”;

(¢) four-channel optical encryption based on angle-of-incidence dimension™’; (d) optical encryption scheme with left and right

circular polarization™; (e) realizing 11 polarization multiplexing channels by introducing noise into Jones matrix""”’

A Iz R . IR E R B A B B Ay A, H AR
7 A 7 ELAT BE 5 i 40 A exp(ile) , Hovh o 5 i i1, L
B AR MR, AR K AS TR DA AR TR e
Jehi AL R, H e RS TR o A fa] R R O 4R S
[F] 56 W b7 DA B AT 5 2 0 % — A ER . 2019 4F B F
7 A 2 TET T B ' AR Bl i AR L 2020 48,
Fang %"/ 3 25 ] J 36k (10 A0 4, S8 T J0 B0 B0 i R
i A4 Bl BT i e Al 57 4 BLIEL IR S IR IE T 24 A ST
T e 6 3 31 Hi for Bk — 50~50 2 [8] 10 4~ ¥ 45 K
I, A A 10 A4S R TR BT 7 A1 85 0~9 1y &2 4 B IR
[ 3Ca) Jo H 784 B EMG R g b, 108 e 4 F far 54
JE— AN RAE R N R A 4 8 R G AR R AR
R 5 AR BEC A A R A4 M 8. 25 A — A
J52 WER T i 501 3 T O SR B, LA G 7 1) 4 I £ 4 8T
2 B8 AR LA R e B A o A DT 2 — A5 S

HEOC IR E 2 B R o S5 2 TAE il i R RO
HE SR T % 7 3D T R S OCa ), R AR
B IE T AT AR S A MR T ' SRORT LA R AT e
B, TR, B e 4l it — A
e 9 D A 48 1, S B T O [R) A BEAS TR A [R] AR gl R A 4
JS R T

M P A e A0 282 4 4 1 24 2 14 2 5 S5 BRLOUEE J3E D' o
B — A E 3 () TR ol i At TiO,
A0 K S5 A RS, S BT AT Ol I BE XU K IE A2 2Rk
T PR OE B Mk 57 4 B R s o BRI, UK 532 nm
1 e £ A 4% ' A K SR 633 nm 19 y 2R A 41 S 43 5
P Ay FR i b, 7R R — W5 b ] LAAR AR R R 4
F8 A [ S S PRI

AU 4 7E 2018 4F £ Y A9 — PR AR O “ A0 TR R
M T J7 AT LS B = Al A OGS i AL S

1813004-3



2505 F 18 H1/2023 £ 9 B/ EH*¢

OAM-preserved
(a) hologram

/:-2&

1=—1 Ay
=1

=2 LA

OAM code chart

& - 8. -2 o -2

& -

§ .

Phase + Space

g» 1=-10 ’ 1=-20 .~I=-40

©

O—M‘g

m“&pa .
E‘ N —

00
=

% suU”

W =10

& -

®)

Wavelength + Polarization + Incident angle

PR3 2 T A 4 T 46 0 0 00 ) 35 2 I 5 0 0 804 A 06 8 Ot , 56 DAL f 30 Bk
(b ) B R0 2 1 2002 A 50O S 8 P15 () 36 M T 00T 5 A A S K 00 A 0 41 24 0
e

Fig. 3 Metasurface-based multidimensional optical information encryption at pure input. (a) Achieving orbital angular momentum

hologram based on vortex light combined with space and phase dimensions"”; (b) two independent holographic images with input

combining wavelength and polarization dimensions™”;

; (¢) optical encryption based on coherent pixel design realized by combining

wavelength, polarization, and incident angle dimensions at input"”
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Fig. 4 Metasurface-based optical information encryption with pure single output. (a) Information hidden in specific single linearly

polarized light™; (b) two images hidden in orthogonal polarization states”; (¢) two images hidden in non-orthogonal linearly

polarized states; (d) optical encryption of multiple images with different observation angles based on large-scale grating pixel

structures'”; (e) optical encryption with large-scale observation angle multiplexing based on metasurface™; (f) optical encryption

with diffraction distance dimension
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Fig. 5

encryption based on geometric phase and spatial multiplexing”’!
phase difference between two circular polarization states of incident light as additional degree of freedom"™

control achieved under arbitrary orthogonal polarization states based on geometric and propagation phases™;
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; (¢) independent phase
(d) optical

encryption of grayscale and binary images based on continuous and degenerate output under linear polarization states of

anisotropic unit structure™’;

; (e) optical encryption based on third hybrid channel image formed under different incident and

outgoing linear polarization angles”
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Fig. 6 Metasurface-based optical information encryption with polarization dimension at input terminal and multi-dimension at output

terminal. (a) Two-channel encryption with left and right rotation polarizalionm (b) three-channel linear polarization encryption

based on highest six degree-of-freedom Jones matrix of planar structure™

’; (¢) four-channel linear polarization encryption based

on highest eight degree-of-freedom Jones matrix of double-layer structure”™; (d) optical information encryption of holographic

images combining with three dimensions of polarization, diffraction distance, and observation angle at output terminal”

1813004-8



2505 F 18 H1/2023 £ 9 B/ EH*t

=R X E R BLR IR

F6(c) B e wl LA B, X I oy F yae fi 4R 38 18 B9
IR M RS2 T A ST R 4

T Hi 4 3 B i B AT SR BE B UL A B = A A
LA ZmME 6(d) R . BT IUAAL, BF 52 # X
T T A TR AT S 0 1 e S PRTAR . B — A A 3 A i ARt
LA T 5, 4 B AR AN TR 7 2 G S, AT i 9% AT
5P L 0 LI R = i A S o A S AT B ST OF AR
JE) AN A R m AR B 2O B KA T

@

. re W=
400

"
’ ob—
i L 500

600 700
Color printing mode \

White light
illumination

Diffraction distance
c

Meta-device

Coherent monochromatic
illumination

,\
&

Polarization

R ) G B BN T E B At
4.2 HEKEEHA

FE B gl K AT B 4 2R A R S e
P B GOR AT BN R 3] 2 % B, vl LBl BR300
B BT DL R B A B A AT B S A
i 1 0 X T LGOI o A T S B A A R A 2 ST
LW T R R ZEEMNE &M,
B 7 (a) ™ e, il 28 AS [7) fm BE 1 98 oK &5 4 7E Sk U6 4

0.3

0.2

0.1

Transmission

0.0

P 400 500 600 700
Wavelength (nm)

HSB colour printing Full-colour hologram

~
@
~

Polarization + Wavelength
Simulation .

Experiment

Pl 7 Dl 2 i i A - HC A 2 3 i 0 R TR 2 05 BN (o) 6 T AR S5 A U8 € 1 LR 5 (b) 6 F AT K A [ RS 44 oK e
FUA A ) SR AT 4 AL 5 (o) 26 T = 2 (R 4 S BT 28 5 BE U R JEE R 68 38 1 & R 0 e m ™ 5 () = 5K T 1 2 A
i i 114 2 (0] 28 A B 4 B GO 23 I8 5 (o) BUR G E N AN [) 2 fig i 118 49 K 7 B PR A e 2 o

Fig. 7 Metasurface-based optical information encryption with wavelength dimension at input terminal and other dimensions at output
terminal. (a) Based on nanostructure color filter mechanism"?; (b) based on mechanism that nanostructures with different sizes
have different resonance diffraction under different wavelengths®”; (¢) full-color display with arbitrary brightness, saturation, and
hue based on three primary colors mixing theory™’; (d) three-wavelength channel holographic optical encryption with linearly
polarized output varying in space”®”; (e) two-wavelength channel optical encryption of nanoprinting images with different linearly

polarized output™
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Fig. 9 Metasurface-based optical information encryption with multi-dimension at input terminal and other dimensions at output

terminal. (a) Optical information encryption with polarization dimension at output terminal and dual dimensions of incident angle
and polarization at input terminal®’; (b) optical encryption based on structural spatial multiplexing design and circular polarization
state™’; (c) optical encryption of circular polarization state under non-multiplexing basic unit constructed based on single
nanostructured pixel™; (d) optical encryption of linear polarization state based on neural network"". (e) optical encryption with
three dimensions of vortex light (phase and spatial) and polarization at input terminal and linear polarization state dimension at
output terminal*; (f) optical encryption with three dimensions of vortex light (phase and spatial) and polarization at input terminal

and diffraction distance dimension at output terminal™”
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Abstract

Significance Optical encryption is a technique that uses light as a multidimensional carrier of information to encode and decode
plaintext images through optical transformations. It has advantages over traditional encryption methods in terms of complexity,
security, robustness, and reliability. However, conventional optical encryption schemes often rely on complex and bulky optical
components that limit their efficiency and portability. Metasurfaces are artificial structures that can manipulate light at subwavelength
scales and control its amplitude, phase, and polarization. They provide a flexible and efficient platform for optical encryption by using
different metasurface structures to modulate the incident light and generate encrypted images. The basic principle of metasurface
optical encryption is to use the structure to control the input and output keys of the light, the optical parameters modulating the
incident light and encrypted image respectively. Only by knowing the correct input and output keys can one decrypt the image and
recover the original information. The metasurface structures can utilize different dimensions of light at the input and output ports, such
as wavelength, polarization, incident angle, and distance, to achieve single- or dual-port encryption. This study summarizes and
discusses three types of metasurface optical encryption schemes, namely, single-input port, single-output port, and input-output port

combination, as shown in Fig. 1.

Progress Metasurface-based optical encryption can utilize the multiple dimensions of light at the input and output ports. For any
light beam, all of its parameter dimensions at the input and output ports have definite values, and identifying the dimensions that are
used for encryption when information for only one image exists is difficult. Therefore, we focus on the optical encryption that changes
at least one or more dimensions to encrypt multiple image signals. The optical encryption based on a single-input port is first
discussed, where the analyzed parameters at the output port are fixed. For optical encryption at an input port, we discuss the use of
only one parameter dimension, such as wavelength, polarization, and incident angles, to encrypt image signals (Fig. 2). The multiple
optical parameter dimensions at the input port can be combined to encrypt different image signals to provide more independent
encryption information channels (Fig. 3). At the output port, the dimensions of light can be used for optical encryption, whereas those
at the input port are fixed (Fig. 4). Finally, input-output port joint optical encryption schemes are discussed, where different
combinations of optical parameter dimensions at the input and output ports are used to encrypt and decrypt the image signals. These
include polarization dimension input-polarization dimension output (Fig. 5), polarization dimension input-multiple dimension output
(Fig. 6), wavelength dimension input-other dimension output (Fig. 7), incidence angle dimension input-diffraction distance dimension
output (Fig. 8), and multiple dimension input-other dimension output (Fig. 9).

Conclusions and Prospects We discuss the recent progress and challenges of metasurface optical encryption. Various optical-
field manipulation mechanisms have been previously proposed based on metasurfaces, which can achieve different degrees of freedom
of the Jones matrix from one to eight, the highest possible in nature. This multiple-degree-of-freedom optical-field manipulation and
new mechanisms lay the foundation for enhancing the complexity and security of optical information encryption. However, challenges
remain in the field of metasurface optical encryption, such as the crosstalk phenomenon, limited utilization of light dimensions, lack of
integration with other physical signals, and absence of dynamic control capabilities. We suggest that further research can be conducted

to optimize and improve the performance and reliability of metasurface optical encryption and storage.

Key words optical communications; metasurface; optical encryption; multidimensional light filed; nanoprinting; optical hologram;

input-output port
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