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Security-Enhanced Bidirectional Long-Distance Chaos Secure Communication
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School of Physical Science and Technology, Southwest University, Chongging 400715, China

Abstract  Based on the chaos synchronization, a security-enhanced bidirectional long-distance chaos secure
communication system is proposed. The results show that, under suitable parameters of dual-path injection
conditions, low time-delay signature (TDS) and broadband chaotic signals can be generated from driving laser
(DL). The chaos signals from DL are injected into two response lasers (RLs). By optimization of injection strength
and detuning frequency, the optimized chaos signals with lower TDS and wider bandwidth can be generated and
high-quality chaos synchronization between two RLs can be obtained. Meanwhile, the maximal synchronization
coefficient between DL and RLs is lower than 0.1. Based on the high-quality chaos synchronization between two
RLs, a security-enhanced bidirectional long-distance chaos communication can be achieved. Q factor of 20 Gbit/s
decoded messages is more than 6 after a propagation over 120 km under dispersion shifted fiber used as channel, and
Q factor of 1 Gbit/s decoded messages is more than 8 after a propagation over 140 km under normal single-mode
fiber used as channel.
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IL: injection laser; DL: driving laser;

RL: response laser; M: mirror; ISO: isolator;
EDFA: erbium-doped optical fiber amplifier;
FC: fiber coupler; PC: polarization controller;

F: fiber; OC: optical circulator;
DF: delay fiber; PD: photodetector;
m: encoded message; m': decoded message
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Fig. 1 Schematic diagram for security-enhanced long-distance bidirectional

chaos communication system
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dispersion-shifted fibers. (a) Q factors of decoded messages versus the transmission distance;

(b)-(d) eye diagrams of decoded messages for transmission distances of 20, 80, 120 km along 2 opposite directions
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Fig. 9 Q factors of 1 Gbit/s decoded messages for different bidirectional transmission distances in

dispersion-shifted fiber. (a) Q factors of decoded messages versus the transmission distance,

(b)-(d) eye diagrams of decoded message for transmission distances of 20 , 80, 120 km along 2 opposite directions
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