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Abstract By analyzing the reason of big noise and low quality of decryption image in the joint transform
correlation (JTC) encryption system, a kind of nonlinear JTC image encryption system is proposed. A new
encryption image is obtained when JTC encryption image is divided by key power spectrum. On the one hand,
new encryption image can remove noise caused by amplitude non— uniformity of key Fourier spectrum and
improve the quality of decryption image. Simulation results show that the correlation coefficient between new
Lena decryption image and original image increases from 0.4104 to 0.7190 and root mean square (RMS) value
decreases from 0.8154 to 0.7089, and that the correlation coefficient between new binary text decryption image
and original image increases from 0.8458 to 0.9785 and RMS value decreases from 0.6887 to 0.4583. On the
other hand, new encryption image can resist chiphertext only attack (COA) arithmetic attack. Simulation
results show that using the COA arithmetic, high quality original image can be restored from JTC encryption
image, but information of original image can not be obtained from new encryption image. This system improve
the security of JTC encryption system effectively.
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Fig.1 Schematic diagrams of (a) encryption system, (b) decryption system based on JTC
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Fig.2 Removing noise effect comparison of decryption images of Lena. (a) Original image; (b) encryption image 1(u,v) ;
(¢) decryption image of I(u,v); (d) decryption image of new encryption image G(u,v); (e) decryption image of G(u,v) after
eliminating approximate zero values in the key spectrum
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Fig.3 Removing noise effect comparison of decryption images of text file. (a) Original image; (b) encryption image /(u,v);
(c) decryption image of I(u,v); (d) decryption image of new encryption image G(u,v); (e) decryption image of G(u,v) after
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Fig.4 Noise distributions on the output planes in the decryption system.(a) Fig.2(c) and noise on output plane when simulation grey

value is divided by 10%; (b) Fig.2(d) and noise on output plane when simulation grey value is multiplied by 10; (c) Fig.2(e) and noise on
output plane when simulation grey value is multiplied by 10; (d) Fig.3(c) and noise on output plane when simulation grey value is
divided by 10’; (e) Fig.3(d) and noise on output plane when simulation grey value is multiplied by 10; (f) Fig.3(e) and noise on output

plane when simulation grey is value multiplied by 10
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Fig.5 Diagram of COA arithmetic
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Fig.6 COA attack results of Lena encryption image [(u,v) . (a) Original image; (b) attack restored image when Mys=0.05;

(c) attack restored image when Mys:=0.005; (d) attack restored image when Mys=0.0005
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